TOTAL RECALL MAX

J\ )\I‘\)\J‘}}j\ \ *‘\ ]‘)‘)\J‘J)‘}\ﬁ

Version 2.0

Date: August 2007

Copyright © 2007 Comsec TR Pty Ltd. All rights ressl. You may reproduce this material in unaltered
form only (retaining this notice) for your persomake or use within your organisation. The inform@tin this
publication is subject to change without noticent8ec TR Pty Ltd assumes no responsibility for amgre
that may appear in this publication.

All trademarks are property of their owners.

For more information visit Total Recall Max on thé&b atwww.totalrecallvr.com.



"'Mr n..'“- .I.'\.“"‘ b
Total Recall Max —User Guide gLl g g

Contents

CONTENTS
ABOUT THIS MANUAL ...ttt ettt e e et e e e ettt e e e s e e e e s s e e e e e s e nnnnnneeeennaes 5

INTRODUGCTION. .1ttt tttteett ettt et eet e et e et e et e et e saneeatn s st e eassa s sa e sassasssneesasssnesesannssanestesnnssssesnessnsssneen 5
CONVENTIONS AND TERMINOLOGY ...ueiutiieeunieitieeetneeeeaesetaeesanesssansssssnesasesssnsesasseransesansesrneessranss 5

Conventions

L (=1 C=] Lo T T PRSPPSO 5

Warnings
[ o Tod=To [0 =T PO EEUP USRI 5
LI 0.1 o[ Yo | SRR 6

TOTAL RECALL MAX

OVERVIEW OF TOTAL RECALL IMAX euniitieiiete it ieeee e e ettt etee st st st teeea s st ssnnssnsesnsssnsssnsesnsssnssensesneeend
ADOUL TOTAI RECAII IMIAX ... i iiiiiiieeeeiiit ettt e e e e e e e e e e e et e et e e e seeeeeseeeeeeeessssssbateseeaaeeesaeees 7
What IS TOtal RECAII IMIAX?.......n ittt ettt e e e et e e e e e e e e e et e e e e e e e s s e e e e eeesbaneeeeeesbannnnns 7
AU S . ..ot eee et e e e et e ettt e e et e e et eeteaeaeetaeeetaeeetteeetaeertaaeeettaaeataaaaantaaaaes 7
GETTING TOKNOW TR euitiiiitiittit st et e et et e e e e e e et et e s e e e et e s e s ea s et s et s et e sassarensssnrsenresnsesnreen 8
Front Panel
HEAAPNONE JACK .....eeiiiieiie ettt ettt e e e e e e st e e e e e e e e e e nnbbeeeeeaaaeeeaamnees 8
LINE OULPUL JACK ... e ettt e oo ettt ettt e e e e e see e e e e e e e e s e neaeaeeeeaaeeesaannnnneeeeaaaaaanns 8
AV 0] (8] 4TI @] o1 (o] ISR 8
DAV (8 B VLY (=T O URORR 8
SPEAKET GFill..eeeiiiiiie ittt eeeee ettt e e e e e e e e e e e e e s e — e e e e e e e e e —rreaaaae e e e arraaraeaas
Cooling Fan Vent........ccccceevvviininnenn,
On/Off Key Switch
(R L= L o= LU= PRSP
N[ o] 0o g g T=Tox o] £ SRPRRRPPRPN 9.
YN b= (ool Mg L= @0 o] =T o (o] TR ERPT PP 9
ISDIN LINK CONNECLOIS .. ..ceovtiiieeeeeeit e emmms e e e e e e ettt e e e e e e e e e e e e e e e et e e eeeeenesaaeeeeeessannsaeessssaanseeesssrannnnns 10

| = O =011/ 0o | 1T o1 e ) 10

(014 7@ 3 385311/ o TP 10
CONIOI PANEL ... .t e e e e e e e e e e e e e e e e e e e e ettt s e e eeeaeeeaeeneees 10

I OT B I B ] o] - | PSPPSRI 10
Playback and Navigation KEYS ..........uueiiiimmmeriieietieeeeeaiiiitteeseeeesesssisraeeaaessssssssseeeeaeeessasssssraeseeseeess 11
Power and Hard Drive Activity LEDs
OPERATION

Using the Control Panel
IMENU KBY ...ttt ettt ettt ettt et e ettt e e e e e et et et et e e et e e e ee et e eenenennanans
SELECT Key
Up and Down Arrow Keys
Numeric Keypad..........cccoveeeeeeeeninne
Playback Control Keys ..........ccocceeiiiiiiiineeennn.

Using the Graphical User Interface
Using the GUI
(0T Tt 11 o [P RRPPR

IMAIN SCREENS. ...ttt et e e e ettt ettt e e a4 e a2 e e e e ae e e et eeeetba b o e e e e e eeeeeeeeebabban e e e e e s e e eeeaeeeeesnnbnnnnnes

I S o] 10T F= 1Y =T o T

The Logging Screen
(7] (11091 LSO ERP P
(A =Y To] 71 (o] g o F PP PP PR

The Search Menu
Y=ol 1 oo PP PRSPPI
[ P o - Vo PP PRPP

LI T o Lo P EEPTR P
Y (ol 211/ T oo [ PSP PP PPPPRRR




"'Mr n..'“- .I.'\.“"‘ b
Total Recall Max —User Guide gLl g g

(D=1 1 To T @ 1| TP PRT SR 26
REMOTE MANAGER .....outttiiiiiiiiiiiiiiee ettt ettt e e e e e e e e e e e e e eee e et e et e e e e e e e e e e e s assaaainnnnae 28
OVERVIEW ...ttt ettt ettt et e e 2 e e e a bbbkttt ettt ettt e e e e e a4 e e e e e e e s 1 b e e b b e e e et e et e et e eaaeeeaeeaaesaanan 28
INSTALLATION AND INITIAL CONFIGURATION. ....uttttteeniertttettetaeaaeaasasssassaaaninsssneeeeeetaeaaeaeseessassansnnnnnnns 28
USERINTERFACE ... uuuutttttttteete ettt ettt e tee e e e e e e s e e aaaantee s e et et e e et e e eeeeeaaaeaesaasaa b e bbb be e e e eeeaeeeeeaesaesaaaannnnnns 29
MAIN IMENU BAR ...ttt ettt e e e e e e et e et e et e e be e e e e e e e e e e s e e s e e s e nnnnnnes 29
FIIE IMIBINU ...ttt et e e e e e e e e e e oo e oo e e e aeaee et e e e eaeeaaaaaeaeaaeaaaaaaannnnenennnes 30
[ [T TN Y1 o 11 TP 30
BUTTON BAR. .ttt ettt e e e et e et ettt e bbb s e e e e e e e e e e e e e e eeeeebabaaa e e e e eaaas 31
Changing your Password or Display LanQUage. . cccccc...oooiiiiiiiiiiiiiiiieeeeeee et e e e e e e e e 32
IIONITOR TAB ...ttt e ettt ettt oo e e ettt ettt o o4 o422 et ettt ettt bab oo oo e e e e eeeaeeneeeesbsbbab i aaaaeeaaaaeaenes 33
LIRS TSP PP PPPPPPPPPPPTPPTN 34
Monitoring Calls BY EXIENSION .........cooiiceeeeer et e e e e e e e s e e e e e eaaaaeaeaaeeaenan 34
FIErNG the Call LiST.....oei ittt e e e e e e et e e e e e s e bt e e e e e e e e e s aanenebseeeaaae e eannns 35

Monitoring Calls by Channel
Y [ 11T I 1N 0 (=SSR PPRRR
PLAYBACK CALLS TAB
THE DBVICE TTE..cii ittt e ettt emmmeeme ettt e e s ettt e e e e ettt e e st e e e s e nebbe e e e e e e nnnbbeeeeeeennnbees

DVD/CD DIiVES .....ccvvveeeeiiiiiiiieen.

Local Folders ..........ccccvueeeeeneennn.

Network Shares............ccocuveeee.

Total Recalls........coooeiiiiieinenennnn.

Searching for Calls.......cccccceeee..

USING SEAICH CHtEIIa. .. .o ettt e e e e ee e e e e e e e s ennnnneeeeeeeeeeeennnneenn 03
PIAYING CaAlIS ...ttt ettt e e e e e e e e e e e e e e e e nb b e e e eeees
Saving RecordingsS........coooeeieeeiiiiiiis i

Saving Single Calls from the Call List.....

Saving Multiple Calls to Local Folders
Emailing Recordings
Deleting Recordings

([0 (=1 S PP R U PPTUUPTPRRR 1.4
10153 (o] g a1 ][ aTo IRt [T O 1 N 1 T 47
Y= N 0 T - = E U PEPT TSR 48
V=T R Y o1 S TP PR PPPPRP 48
ST=Tol U1V A 0 Lo [ ST USSP 49
RECORD ON DEMAND ..ottt sttt e st a e e s sttt e e s s bbbt e e e s asbb bt eseaasbbeeeeeseannbaeeeeeesannrreas 50
OVERVIEW ....etttetee e ettt e e e e sttt e e e s ekttt et e s ettt e e e a4 o2 bbb et e e e e 4 an b be e e e e e e e s bbe e e e e sanneeeeeeanbbneeeeesannbbeeeeeesanne 50
INSTALLATION AND INITIAL CONFIGURATION. ..cetttttiuttetteeesiittteteeessastteeeeessseaeeesssnstseeeessssnneeeeesssnnenns 50
USINGROD ...ttt et e ettt e e e skttt et e e e e ekt bt e e e e e e aa bbb et e e seaeeeeeeeeanbbaeeeeeesanbbeeeeeeeane
[ o To 11T X o T PRSP
Recording ....ccoovvvveeeeeeieeecm

Logout and Refresh
Adding Notes
Configuration

GLOSSARY




,\T\r n..'U- '.-I‘")',',n M
Total Recall Max — User Guide i i

QS ettt ettt ettt e et ettt ettt ettt eeeneee 55
RT P ettt ettt ottt ettt e ettt ee et ee et et eenne s 55
S ettt oemeee ettt e et ettt ettt ettt eeene e 55
TP ettt ettt ee ettt 55
UDP ettt ettt ettt 55
UP S ettt ettt ettt 56
VAN L.ttt e e e e ettt ettt ettt ettt 56
VOIP ettt et eee ettt ettt e ettt ettt e ettt eeene e 56
VOX ottt ettt ettt ettt ettt et ee et e et ee et 56
WVAN oottt e et et e e et e e e e ee et e e et et ee st e e e e e et e e ee et e e 56
LEGAL ...ttt ettt ettt ettt ettt ettt n ettt 57
COMSECTR SOFTWARELICENSE ...ttt eeeeee e et eeee e e s e eeeeseee e e e s et es s et see s eneee e eneans 57

GNU PUBLIC LICENSE ...ttt ettt eeee e ee e e et e n e eeenes e e e e 59

Page 4



"'Mr n..'“- .I.'\.“"‘ b
Total Recall Max —User Guide gLl g g

About This Manual

Introduction

This User Guide is intended foptal Recall Max end-users who will be using
the system to record and play back recorded data.

See theTotal Recall Max Installation and Administration
Guide for information about installation and system
configuration.

We recommend that you keep a copy of this usereghiandy for quick
reference.

Conventions and Terminology

Conventions
References

References to other manuals or other parts of mhésual are indented,
formatted in blue text, and marked with a hand syimb

Reference example
Notes

Notes are indented, formatted in blue text witthtigrey borders, and marked
with a note symbol:

1 Note example

Warnings

Warnings are indented, formatted in blue text wight grey borders, and
marked with a warning symbol:

% Warning example

Procedures

Procedural lists describing tasks are marked wittogs’ icon, and the purpose
of the procedure is formatted in bold italic text:

Page 5
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o
¢ '_,-:f?‘ Procedure Start Example:

1. Procedural step example

Terminology

The following table lists some writing style contiens used in this manual
and their associated meanings.

Example Meaning

‘SelectOK to save Highlight (position the cursor over) the OK screen

your settings’ button, and press the <SELECT> key on the control
panel

‘Select a date from the| Highlight the relevant data field, and press the
list...’ <SELECT> key repeatedly to cycle through the
available options, until you reach the requirediga]

‘Check theRecording | Highlight the relevant check box, and press the

Period check box’ <SELECT> key to populate it with a check mark

‘Enter the IP Highlight the relevant data field, and enter the IP

address...’ address using the numeric keypad on the contro
panel

Page 6
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Total Recall Max

Overview of Total Recall Max

About Total Recall Max
What is Total Recall Max?

Total Recall Max is a compact, cost-effective and self-containegitali voice
logger and recorder that records and provides sestarage for over 20,000
hours of calls and/or other audio signals. Calbinfation is presented on a
colour TFT Liquid Crystal Display (LCD).

Contained in a 19” Rack Mount unitptal Recall Max 's simple control panel
and intuitive menu system means it is easy to ganéi and operate, either
directly or remotely via a network (using the sugglRemote Manager
software).

Record on Demand software (also supplied) may be installed onto side€s
to allow limited control over what is recorded bweir line.

Depending on network type and configuratidotal Recall Max can also
record the telephone numbers of incoming and ontgoalls, the time and date
of the call, the duration of the call, and referto a specific channel number.
All of this information can be used to search agimieve calls from the internal
database or archived call data.

Features

Record analog, VoIP or ISDN telephone conversations

Record other analog audio signals, such as twoewéiyoadcast radio
20,000 channel hours recording capacity

Secure and tamper proof recording format

Export to MP3 and WAV format

Policy based recording control

Archive recordings to a Network Drive, DVD or CDrfeermanent backup
One-click real-time monitoring of calls, locally mrmotely

Powerful search capability

Feature-rich player capable of playing multiplearglings synchronised in
time

Remote access, monitoring and management softweltedied
Compact, self-contained, easy to install and operat

Page 7
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Getting to Know TR

Total Recall Max is simple to operate, is fully self-contained arah be
operated using the built-in controls and displaggba

It is not necessary to attach a PC and monitorraarsagement console for the
recorder.

Front Panel

~ Volume Control

NS>
Headphone Jack e — \ Line Out Jack

I — Cooling Fan Vent

Headphone Jack

This is a standard 3.5mm audio jack for connectibheadphones or external
speaker, volume controlled.

Line Output Jack

This is a standard 3.5mm audio jack for connediioa tape recorder or the line
input of a PC. This output is not volume controlled

Volume Control
A thumb wheel to adjust internal speaker volume.
DVD/CD Writer

A standard DVD/CD read/write unit with standard DVRlayer/recorder
controls.

Speaker Grill

This is a grill that is located at the bottom leftfront panel. It protects the in-
built speaker.

Cooling Fan Vent

This is an opening that is located at the bottdincentre of front panel and is
protected by a grill. It acts as an air intaketfa unit.

Page 8



,ﬂ\rn..'U-. '.-I‘")',',n M
Total Recall Max — User Guide i i

On/Off Key Switch

The On/Off Key Switch is located on the left sidetlee front panel. The Key
Switch is used to start the unit. This switch wodddy what the ON/OFF
switch at the rear of the unit is in ON position.

R Keep the pair of keys in a safe place as they amgua to the lock
supplied with your unit. Lost keys can not be repth without
replacing the key lock.

Rear Panel

Network Connectors

LAN 1 and LAN 2 are two standard RJ45 sockets (§R@ach can be used to
connect the unit to a Local Area Network (LAN) aredtly to a PC via a cross-
over cable.

See theTotal Recall Max Installation and Administration
Guidefor further information.

Analog Line Connectors
The DSP 1 to DSP 6 groups of four connectors ad2 RBP6C) connectors

which can be used to connect analog lines for thipgse of recording calls on
the lines.

See theTotal Recall Max Installation and Administration
Guidefor further information.

Page 9
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ISDN Link Connectors

Link 1 to Link 4 are pairs of RJ48 connectors whaan be used to connect
ISDN links for the purpose of recording calls oe timks.

See theTotal Recall Max Installation and Administration
Guidefor further information.

PBX CDR Feed

This is a standard RS-232 serial port which candsel to connect to a PBX for
the purpose of collecting Call Detail Records (CBR’

See theTotal Recall Max Installation and Administration
Guidefor further information.

Modem

This is a standard RS-232 serial port which candsel to connect to a modem
for the purpose of remote monitoring and management

See theTotal Recall Max Installation and Administration
Guidefor further information.

IEC Power Connector
This is a standard IEC 90V - 260V AC power cablekst.
On/Off Switch

This switch controls the power to the power sugplieo start the recorder, first
set this switch to the ON position, then use the@WF key switch on the front
panel to power the recorder.

Control Panel

LCD Display

The colour TFT LCD displays the various screenspuseand dialogs. After
two minutes of keypad inactivity, the LCD backlightitomatically switches
off, to extend the life of the backlight (the reger continues to function
normally).

Pressing any key illuminates the LCD backlight.

Page 10
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Playback and Navigation Keys

The playback and navigation keys are used to clotiteoplayback of recorded
calls, and to navigate the screen menus.

See théperationsection on page 11 for further information.

Power and Hard Drive Activity LEDs

Greenis the ‘Power On’ indicator.
Redindicates hard drive activity.

If the LCD backlight has switched off due to inaitfi, the green LED flashes
continuously every two seconds. Pressing any kéymihates the LCD
backlight and the LED stops flashing.

Operation

Power

Total Recall Max can only be shut down by a user with administrator
privileges. It is not necessary for normal usershistdown and power the unit.

If Total Recall Max is powered off without following the proper procee,
database records that are open at the time mayeverisibly damaged.

For this reasofotal Recall Max must always be shut down properly using the
System Shutdowrfunction.

See theTotal Recall Max Installation and Administration
Guidefor further information.

Using the Control Panel

MENU Key

Use the <MENU> key to move between the three maieems, the Logging
Screen, the Search Screen, and the Options Menu.

To move between main screens:

Press the <MENU> key whilst at ‘root level’ of any the main screens
(that is, with no dialogs open).

When <MENU> is pressed with a dialog open, the mueither moves straight

to eitherOK or Cancel or simply closes the dialog, depending on the auate
of the dialog.

The system beeps each time the <MENU> key is pdesse

SELECT Key

Use the <SELECT> key to start an operation asstiatith a highlighted
option or menu item, and to confirm requests.

Page 11
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Up and Down Arrow Keys

Use the (up) and (down) arrow keys to navigate sequentially within
menu or dialog. With each or  key press, the cursor moves to the next
option or menu item.

Press to highlight items across the screen from lefiight, as well as down.
Press to move right to left (and up).

The system beeps each time arrow keys are pressed.

Numeric Keypad

Use the numeric keypad to enter numerals, and theyto tag calls.
SeeTaggingon page 22or information about tagging calls.

Playback Control Keys

Use the playback control keys to navigate throughllduring playback.

The control keys operate in the same way as thersibn a CD player. They
can be used to play, pause, stop, fast-forwardenohd a call.

SeePlaybackon page 22 for information about using the
playback control keys to play calls.

The (stop) key can also be used to lock the userfader

To lock the user interface, press in either of the three 3 main screens
(Options, Logging or Search), whilst not listentoga call.

This overrides the normal 2 minute timeout requifedthe user interface to
lock automatically.

. The padlock icon, which appears in the top righichaorner on the
LCD screen, displays in the closed positio®) (when the user
interface is locked, and the open positi&)when it is unlocked.

Using the Graphical User Interface
Using the GUI

The Total Recall Max Graphical User Interface (GUI) features a curbat is
moved around the screen using theand  keys.

When the cursor is positioned on an interactiveetritem (such as a screen
button or a check box), the object becomes higtddhPressing <SELECT>
then executes the function that is associated twéhscreen item.

Various methods are used to indicate that screemsit are currently
highlighted.
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Buttons

Screen buttons (for example, menu buttons @Kdand Cancel buttons) ‘pop
up’ when they are highlighted, and the button iexthown surrounded by a
blue border.

Standard screen button:

Highlighted screen button:

Press the <SELECT> key to ‘press’ highlighted scriegttons.

Calls

Calls are showrglle]gllfe[giCli when selected. Press <SELECT> orto play
highlighted calls.

Data Fields

Data fields are shown [glls]glile]g]=li when selected and can be edited.

Use the numeric keypad to enter values for nundia fields. If you enter the
wrong value, simply enter another value and it evérwrite the existing value.

%! Some data fields will clear the current value anfirst key press.

Use the <SELECT> key to cycle through availablaugalfor data fields with
pre-populated options.

Check Boxes
Check box text is shown with a border when selected

Press the <SELECT> key to place a check in thekchex (referred to in this
manual as ‘checking’ the check box).

Data fields associated with check boxes cannotdpeilpted or edited unless
the check box is checked.

Cancelling

Where it appears, you can select @ancel button to return to the previous
screen or dialog without executing the current fiamc

Page 13



Total Recall Max —User Guide

Main Screens

There are 3 main screens in thwal Recall Max GUI:
The Options Menu
The Logging Screen
The Search Screen

The Options Menu

Figure 1 - The Options Menu

The Options Menu allows access to various systemfigiration screens, plus
the maintenance menu and system shutdown function.

Most options are set during installation by a systadministrator, and
following the initial installation, can generallyebeft alone — unless there are
changes to recording requirements, the user ba#iee oetwork.

The Options Menu is only available to users witmandstrator privileges.

See theTotal Recall Max Installation and Administration
Guidefor further information on the Options Menu.
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The Logging Screen

Figure 2 - The Logging Screen

The Logging Screen is a list of ‘current’ calls l{gahat are being recorded),
sorted by start date and time, with the most recelht the top.

To access completed calls for playback, use thecB&xreen.
SeeThe Search Menaon page 18 for further information.

The call number, plus the number of active caltg] the total number of calls
(active calls plus calls in the database) is shimathe bottom left corner of the
screen (in the format x/y/z — where x is the caiinber, y is the number of
active calls, and z is the total number of calls).

The percentage used (the percentage of the hecdhdisis currently taken up
by calls) is shown in the bottom right corner af gtreen.

Usethe and keys to scroll through the call list in the LoggiScreen.
Columns
The Logging Screen includes columns for:

Date
The date when the call started.
Time
The time when the call started.

Length

The current length of the call.

Page 15
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From
The originator of the call.

This may be:
Empty (if there is no ‘calling number’ signalling the line)

The ‘raw’ calling number, taken directly from thallcsignalling, if present
on the line (this may be a humeric phone numbea, 8P ID in the case of
VoIP networks)

A ‘mapped’ value (alpha and/or numeric), if thelicgl number has been
mapped to another value in the Signalling Mapporgtie recorder

See theTotal Recall Max Installation and Administration
Guidefor further information about Signalling Mapping.

To
The recipient of the call.

This may be:
Empty (if there is no ‘called number’ signalling the line)

The ‘raw’ called number, taken directly from thgrsalling (this may be a
numeric phone number, or a SIP ID in the case dP\fetworks)

A ‘mapped’ value (alpha and/or numeric), if theledlnumber has been
mapped to another value in the Signalling Mapporgtie recorder

Channel (Ch.)

A call direction indicator, plus the number of tieeorder channel on which the
recording is being made.
Call direction indicators are as follows:

< indicates an incoming call

> indicates an outgoing call

A indicates an internal call

? indicates that the call direction could not b@leshed

%! For ISDN and VoIP calls, calls can come in on angrmel, meaning
channel number information is not particularly impat. It is best to
think about ISDN and VolP calls in terms of theamdions to which
(or from which) the calls are being made.

Extensions are configured during installation by $ystem

administrator. For analog calls, however, signakses are

effectively fixed to channels, so channel inforroatis more
meaningful.

See theTotal Recall Max Installation and Administration
Guidefor information about how extensions are configure

Page 16
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Marks (C / M)
C indicates a current call
M indicates a call that is being currently monitbre

Live Monitoring

Figure 3 - Live Monitoring from the Logging Screen

Live monitoring can be used to listen in to curreats.

S itis only possible to monitor calls if Monitorirttas been enabled for
that extension by an administrator.

To monitor a current call, highlight the call anegs <SELECT>.
The call is played through the loudspeaker or hieades.

The letterM is displayed in th&tatus column and the call is moved to the top
of the call list.

To end monitoring, press <SELECT> again. (This desderminate the call.)

S For analog channels, if ‘Beep’ is active for theuchel that is being
monitored, both parties hear a beep at regulanal®to indicate that
the call is being monitored. Beep settings can beledited by a user
with administrator privileges.

See theTotal Recall Max Installation and Administration
Guidefor further information.
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The Search Menu

Figure 4 - the Search Screen, following a search

Use the Search Screen to locate calls accordirgy iange of search criteria
(date, time, channel, telephone number etc.) arpdatp back calls returned by
the search.

Searching

"E To search for calls on the internal hard drive:

1. SelectSearch
The Search Optionsdialog displays.

2. Enter search criteria as appropriate (sseng Search Criteridbelow) and
selectSearch

An information window displays, summarising the rsbaresults. The
results are listed in the Search Screen.
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S If more than 1000 results are returned, only the0lfost recent calls
are listed. If you wish to see call older than thtsat are listed, refine
your search to exclude the most recent calls.

]
¢ '_,-:f?‘ To search for calls on a DVD/CD:

1. Insert the DVD or CD that you wish to search irfte Total Recall Max
DVD/CD drive.

2. Navigate to the Search Screen.

3. Select theéSearchscreen button.
The Search Optionsdialog displays.

4. Enter search criteria as appropriate (9seng Search Criteridbelow) and
selectSearchArchive.

TheArchive Selectiondialog appears.

5. SetArchive Deviceto DVD/CD and then select tligk button

An information window displays, summarising the rsbaresults. The
results are listed in the Search Screen.

@ To search for calls on a Network Share:
1. Navigate to the Search Screen.

2. Select thesearchscreen button.
The Search Optionsdialog displays.
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3. Enter search criteria as appropriate (Sseng Search Criteridbelow) and
selectSearchArchive.

TheArchive Selectiondialog appears.

4. SetArchive Deviceto Network Share

The Type, Path, User and Password parameters for the network share
must be pre-configured.

See theTotal Recall Max Installation and Administration
Guidefor further information.

5. Select théArchive.

There may be more than one archive on the netwuakes Each archive
can contain up to 250,000 recordings. The naméefatchive is the date
when it was created in the following format: yyyymdinhmm, that is a 4
digit year, followed by two digit month, day of mtbn hour of day and
minute.

6. Select theDk button.

An information window displays, summarising the rebaresults. The
results are listed in the Search Screen.

Using Search Criteria
Various types of information (listed below) canused as search criteria.

To search by each criteria type, select the apjaigpcheck box in thédd
Calls to List dialog, and enter or select the required value/he associated
data field/s.

Date
Required dataDate From andDate To

Time
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Required datalime From andTime To

S Time criteria can not span 00:00 (midnight). Torska time period
that spans midnight, either search using dateriexitely, or initially
search up to 23:59 hours on Day 1, and then sé&amech00:00 hours
on Day 2.

Number
Required data: numeric.

The Number search returns any resodstainingthe search string.

For example, with search crite2®01in the Number field, the search will
return any calls to or from telephone number 2G01d also to or from
numbers 20015, 32001, 620014, etc.

Extension
Required data: numeric.

The Extension search only returns results that Im#éite search string
exactly

For example, with search criterD01 in the Extension field, the search
will return calls to or from extension 2001, andotber calls.

Tag
Available options: Tagged Only | Untagged Only ¢gded & Untagged.
The data field defaults fbagged & Untagged(all calls).

Direction
Available options: Incoming | Outgoing | Internalriknown.

The data field defaults tmcoming.

‘Unknown’ refers to calls thatotal Recall Max is unable to resolve an
origin and/or a destination for.

Channel
Required data: numeric.

w1 Performing a search with no search criteria entevéddreturn all
calls on the database or archive.

Multiple Criteria

Search criteria are cumulative — only calls thatamall specified criteria are
returned. The more criteria entered, the more &pehe result.

For example, to search for tagged calls made betvéeen and 1lam from
extension 2001, use the following search criteria:

Time: 06:00 to 11:00
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Extension: 2001
Tag: Tagged Only

Playback

Figure 5 - Playing calls from the Search Screen

Following a search, the results are listed in thar&h Screen, sorted by date
and time, with the most recent call at the top.

To play a call, highlight it and press <SELECT> ar

Press again to pause playback.

Press to fast-forward.

Press  to skip forward.

Press to rewind.

Press to stop playback.

Use the thumb wheel on the front panel to adjusiptayback volume.

Progress through the call is displayed as a predoes at the bottom of the
LCD display.

Tagging

Tagging calls is a way to mark them so that thay loa selectively archived
using theManual Archive function.

SeeManual Archiving on page 24 for further information.

To tag a call for manual archiving:
Highlight the call in the Search Screen, and press
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To untag a tagged call:
Highlight the tagged call and press

To tag all calls in the list:
SelectTag All.

To untag all calls in the list:
SelectUntag All.

%1 You can not tag search results from an archive.

Archiving

Total Recall Max stores call files internally on the hard disk érivCall files
can be archived to DVD, CD, or Network Share eith@mually (whenever
required) or automatically (at scheduled intervals)

See theTotal Recall Max Installation and Administration
Guidefor further information on Network Shares.

Approximately 1,000 channel hours can be archiwea standard DVD and
approximately 180 channel hours to a standard Gipedding on the call
lengths and the number of sessions used. The nushislannel hours that can
be stored on a Network Share depends largelystssike.

It is recommended that calls are archived on alaedwasis. Call recording
continues during the archive process. Progresspgaged on the screen. Other
recorder functions (except recording) are disadlaehg the archive process.

Y During the archive process, the clock (top rightheo) may stop at
times. This is part of normal operation. (The soreefresh for the
clock functions as a lower priority during an akeh)

%! The CD/DVD drawer will open and close during thehiwe process.
Attempt to minimise any potential obstructions twe tCD/DVD
drawer opening and closing.

Storage Media
Total Recall Max uses standard DVD+RW and CD-R media for archidiata.

See theTotal Recall Max Installation and Administration
Guidefor further information.

Archiving on DVD or CD is performed in sessions.ciaession updates the
disk directory, writes the calls, and closes thehae with an ‘end of session
marker’.

Archiving to disc media should be done thoughtfudg each session marker
uses approximately 10 MB of disc space. This isvedent to approximately
three hours of calls. Therefore, to minimise wasipdce, it is advisable to
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archive as many calls as possible each time yduivarcrather than archiving
smaller numbers of calls more often.

To maintain compatibility with various CD readeasmaximum of 25 sessions
is permissible per CD.

Network Shares

TheTotal Recall Max has an in-built NFS Client and SAMBA Client to ass
NFS and Windows Network Shares.

Each Network Share can contain more than one achdach with up to
250,000 records. The name of each archive is thee alad time when it was
created in the following format: yyyymmddhhmm, thata 4 digit year,
followed by two digit month, day of month, hourddy and minute.

Manual Archiving

Manual Archiving can be done at any time.

To archive manually to DVD/CD:
1. Navigate to the Search Screen.
2. Select the calls to archive by searching and/agitagthem.

3. Insert the DVD or CD you wish to archive to intaethotal Recall Max
DVD/CD drive.

4. SelectArchive.
TheArchive Calls dialog displays.

5. IntheArchive Calls field, select the types of call you wish to arehifrom
the following 4 options:

All Calls (all calls currently on the hard disk)

Found Calls (all calls that are currently listed in the Seascinieen)
Unarchived Calls (calls that have not been archived in the past)
Tagged Calls

As archive options are selectédthtal Recall Max displays the number of
calls and the collective size of the calls (in MB).

6. Select DVD/CD forArchive Device
7. SelectOK.
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S you have administrator privileges, a confirmatidialog displays
asking if you would like to remove the calls tha¢ archived from
the hard disk. Seledtesto remove archived calls from the hard disk,
or No to leave them in place.

The archive process begins.

A progress dialog displays while archiving is takiplace. When archiving is
complete, a message displays indicating that thegss has finished.

If there is insufficient space on the DVD or CDdomplete the archiv&otal
Recall Max will archive as much as it can, and then prompt tgoinsert a new
disc to complete the archive.

If the DVD or CD is damaged and the archive fadsmessage displays
prompting you to insert another disc.

To archive manually to Network Share:
1. Navigate to the Search Screen.
2. Select the calls to archive by searching and/agitagthem.

3. SelectArchive.
TheArchive Calls dialog displays.

4. In theArchive Calls field, select the types of call you wish to ar@hifrom
the following 4 options:

All Calls (all calls currently on the hard disk)
Found Calls (all calls that are currently listed in the SeaBcneen)
Unarchived Calls (calls that have not been archived in the past)

Tagged Calls

As archive options are selectéthtal Recall Max displays the number of
calls and the collective size of the calls (in MB).

5. Select Network Share férchive Device

The Type, Path, User and Password parameters for the network share
must be pre-configured.

See theTotal Recall Max Installation and Administration
Guidefor further information.
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6. SelectOK.

B you have administrator privileges, a confirmatidialog displays
asking if you would like to remove the calls tha¢ archived from
the hard disk. Seledtesto remove archived calls from the hard disk,
or No to leave them in place.

The archive process begins.

A progress dialog displays while archiving is takiplace. When archiving is
complete, a message displays indicating that thegss has finished.

If there are problems with access to the Networkr&ha message displays with
information on the problem. If this is the case #énchive process fails until the
problems are corrected.

Automatic Archiving

Automatic Archiving is configured via th®ptions Menu by a user with
administrator privileges.

With Auto Archive activeTotal Recall Max archives all unarchived calls on
the hard disk at the frequency specified in thehive settings.

Total Recall Max can also be configured to display a message réngjritie
user to manually archive when the hard disk reaehgisecified percentage of
capacity.

See theTotal Recall Max Installation and Administration
Guidefor further information.

Deleting Calls

Total Recall Max is a secure recording system, and has been ddssgrhat it
is not possible to manually delete calls.

However, archived calls are automatically deletenmfthe hard disk during
manual archiving, if that option is selected.

Also, calls are automatically deleted when:

A set period of time has passed since they wererded (for example, 3
months). This optionMax. Call Lifetime) can only be activated by a user
with administrator privileges.

The number of calls on the hard disk reaches 380 XMhen this happens,
the oldest 50,000 archived calls are automaticddieted. If there are less
than 50,000 archived calls, the oldest unarchiald are also deleted until
the number of calls on the hard drive is reduce8@000.

The hard disk is 95% full. When this happens, tldest archived calls are
automatically deleted until the disk is only 88%.fli there are not enough
archived calls, the oldest unarchived calls are dideted until the disk is
88% full.

%! Auto-deletion occurs according to the 3 conditiaisove in the
priority that they are listed. To avoid losing uctaved calls as a
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result of automatic deletion, it is important to &&are of recorder
capacity and to ensure important calls are archiveshved regularly.
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Remote Manager

Overview

Remote Manager is Microsoft Window& compatible software that allows
remote access from a PC to one or niaral Recall Max recorders, via LAN
or dialup.

It can be used to:
Configure the recorder
Play recorded calls
Monitor current calls in real-time
Search the database
Tag and notate calls on the database
Download calls to the local hard drive
Email downloaded calls
Play and save calls froffotal Recall Max archive discs
Generate reports
Export calls to .wav or .mp3

Installation and Initial Configuration

Remote Manager should only be installed and configured by a syste
administrator.

See theTotal Recall Max Installation and Administration
Guidefor further information.
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User Interface

Remote Manager is a ‘tabbed’ application, including a Main Menarpa
Button bar, and 4 tabs:

Monitor
Playback Calls
TR Configuration
Event Log

Figure 6 - the Remote Manager User Interface

Main Menu Bar

The Remote Manager main menu bar includes 2 menus — Eie menu and
theHelp menu.
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File Menu

Help Menu

The File menu includes the following options:

Users
Opens the Users dialog (administrators only).

SeeChanging your Password or Display Language page
32 for more information.

User Preferences
Opens the User Preferences dialog.

SeeChanging your Password or Display Language page
32 for more information.

Save Call List as

Saves the call list displayed in the Playback Calblsas a .txt or .csv file.
The data included reflects the current call liduom configuration.

Print Preview
Opens a print preview of the Call Report.

The Call Report is a print-formatted version of dadl list displayed in the
Playback Calls tab. The data included reflectscilmeent call list column
configuration.

Print

Prints the Call Report via the standard Windowatptialog.
Advanced

Opens the Advanced Settings dialog.

Use the Advanced Settings dialog to set the |d@@ddress for the PC, and
the Manager Base Port.

Exit
ClosesRemote Manager .
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The Help Menu provides access to:
TheRemote Manager User Guide
TheTotal Recall Max website
FAQs on the web
‘About’ information (including theRemote Manager version number)

Button Bar

The button bar provides access to most ofRév@ote Manager administrative
dialogs and functions.

The table below lists the buttons and their uses.

Button Use

User Preferences Opens théJser Preferenceglialog.

Use the User Preferences dialog to edit general
user preferences andtal Recall Max
connections* for the current user.

Add TR Opens theA\dd Total Recall dialog.

Use the Add Total Recall dialog to ‘addfbtal
Recall Max recorders to thRemote Manager
settings for the current user.

Update Users Opens theJpdate Usersdialog.

(administrator users | Use the Update Users dialog to add and remove
only) users*, and to modify user preferences for all
users in the user list.

Refresh Views Refreshes the Device Tree and the Local
Folders pane to reflect the latest changes.

Change Language | Opens th&Choose Language Settingdialog.

Settings , ,
n9 Use the Choose Language Settings Dialog to

specify theRemote Manager Ul display
language.

* Administrative functions

See theTotal Recall Max Installation and Administration
Guide for further information about administrative
functionality available from the Button Bar.

Page 31



Total Recall Max —User Guide

Changing your Password or Display Language

To change youRemote Manager Password or display language:

Click the User Preferences button:

Or:
SelectFile > User Preferences

The dialog includes 2 tabSeneral andTR Connectivity.

Ensure the&seneral tab is open.

_xﬁé To change the display language:

1. Click the drop-down arrow to the right of th@nguage field and select
your preferred language.

2. Click OK.

@j} To change your password:
1. Click Change Password
2. Enter the new password in tRasswordfield.
3. Re-enter the password in tBenfirm Passwordfield.
4

Click OK.

$ TheTR Connectivity tab is used for system administration — check
with your administrator before changing any seting this tab.
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Monitor Tab

Figure 7 - the Monitoring Tab

Use theMonitor tab to monitor current calls, and to add notesalts.

Monitoring is only possible on extensions for whiatonitoring has been
enabled.

See theTotal Recall Max Installation and Administration
Guidefor further information.

There are 2 ways to select calls for monitoring/-ektension, and by channel.

For analog recording, the signal sources are pafgiconnected to individual
channel inputs on the recorder, which means ttat signal always comes into
the recorder on the same channel.

For example, if when the recorder is installed, RSdlephone extension 2002
is connected to channel 1 on the recorder, calsitbfrom extension 2002 will
always be recorded on channel 1.

However, for VoIP and ISDN calls, calls can comeinany one of a number
of channels — there is no fixed relationship betweesignal source and a
channel.

Monitoring by channel therefore is only really aibiie for analog signals, and
monitoring by extension is the better option forlR@and ISDN calls.
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It is also possible to monitor analog PSTN sighglextension, if called/calling
number data is present in the signalling, or if thannels have been assigned
extension values in the Analog Settings.

TR Tree

The TR Tree is an expandable/collapsible tree showing the ectau Total
Recall Max recorders for the current user.

Click on a recorder to select it. Functionality anfbrmation to the right of the
TR Tree applies to the selected recorder.

To update th&R Tree to reflect changes made to recorder connectiditk, ¢
the Refresh Views button:

If Remote Manager can not connect to a recorder, then it shows ssaoo top
of the icon next to the recorder name as shownhensubsequent screen
capture.

Monitoring Calls by Extension

The Active Extensionspanel displays a list of all current calls on getected
recorder that can be resolved to an extension.
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The call list is updated dynamically when new caitart and current calls
finish.

If a call comes in and cannot be immediately remblto an extension, it will
appear in theLive Monitor panel (see below), and then also appear in the
Active Extensions panel if and when the extension information becomes
available.
TheActive Extensionpanel includes columns for:

From number

To number

Direction (incoming / outgoing)

Agent Name (if &OD agent is logged in on the called or calling exi@ms

Channel

Extension

To select calls for monitoring by extension:

In theTR Tree, select the recorder that you want to monitor.

The call list in theActive Extensionspanel is populated with all current calls
that can be resolved to an extension.

In the Active Extensionspanel, click the call that you want to monitor.

The call can be heard on the headphones/speakers.

The channel on which the call is being recordedighlighted in thelLive
Monitor panel.

To stop monitoring, click th&top Monitoring button, or select another call.
Filtering the Call List

You can filter the call list to show only calls thether match exactly, or begin
with, the entered values.

To filter the calls listed in the Active Extensions panel:

1. Enter alphanumeric values in tiMatch extensionsor Match numbers
field.

The call list is updated dynamically as valueseartered.

For example, to filter the call list to show onlglls to or from extension 2006,
enter2006in theMatch extensionfield.

To filter the call list to show only calls from adixtensions in the range 2100-
2199, enteR9in theMatch number field.

S calls fromall extensions that begin with 21 will be shown — for
example, if your dial plan supports 3 and 4-digite@sions, calls
from extensions 210-21#&nd calls from extensions 2100-2199 will be
shown.
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To filter the call list to show only calls to orfn extension John Smith, enter
John Smithin theMatch extensionfield.

To filter the call list to show only calls to orofn number 0210 456 789, enter
0210 456 789 in th®Match number field.

To filter the call list to show only calls to orofn all numbers beginning 0210,
enter 0210 in th&latch number field.

. Thisisa particularly useful function if you waotfilter calls by area
code.

@} To sort the call list:
Click the relevant column header.

Monitoring Calls by Channel

ThelLive Monitor panel displays a range of icons to indicate thaustof each
channel on the selected recorder.

The icons are defined in the table below.

Icon Channel Status

. Live call in progress.

Monitoring in progress.

. Monitoring is active, but there is no activity dretline.

E Monitoring is disabled - channel cannot be mondore

ﬁ Channel is unauthorised for the current user.

The panel is automatically updated as and when eéamhnel’s status changes.

1
EQ'T&F To select calls for monitoring by channel:
1. IntheTR Tree, select the recorder that you want to monitor.

2. In theLive Monitor panel, click the channel icon for the channel gt
want to monitor. The call can be heard on the hieawps / speakers.
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3.

4.

Adding Notes

If the call can be resolved to an extension, theisahighlighted in the
Active Extensionspanel.

To stop monitoring, click th&top Monitoring button.

Adding notes to calls is a handy way to recordrimiation about the call.

Notes can be searched against in the Playback t@hlls

! see Searching for Calls> Note Keywordon page 44 for further
information.

]
2% To add a note to a call:

1.

3.

Select the call in the Active Extensions panelanractive channel in the
Live Monitor panel.

Type the note in théddd Notes text field. The field supports up to 80
characters.

Click Add Note.
The note is added to the call.

If the call is returned as the result of a searncthe Playback Calls tab, the
first few characters of the note appears inNuwtes column for that call,
from where it can also be viewed and edited.
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Playback Calls Tab

Use thePlayback Callstab to search for and play recorded calls, from:
Connectedotal Recall recorders
Total Recall archives on DVD/CD
Total Recall archives Network Share
Local Folders (configured folders on local or netivbard drives)
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The Device Tree

TheDevice Treeis an expandable/collapsible tree showing forcilmeent user:
1. local DVD/CD drives;
2. configured Local Folders;
3. configured Network Shares; and
4. the connectedotal Recall Max recorders.

Click on an item to select it. Functionality andoimation to the right of the
Device Treeapplies to the selected recorder.

Click the icon for a device to see the lower-level date exténsion nodes.
To update theéDevice Treeto reflect changes made to recorder connections,
click the Refresh Views button:

To view the Device Tree sorted by date, select th®ort by Date tab.
Otherwise, to view théevice Treesorted by extension, select tBert by
extensiontab.

DVD/CD Drives

DVD/CD Drives appear in th®evice Treewhere they can be selected for
searching.
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':_':.-@ To add a DVD/CD drive :
1. IntheDevice Tree right click on ‘DVD/CD Drives’
2. Click Select Drive
TheConfigure DVD/CD ROM dialog appears.

3. Select theDVD/CD Drive Letter of the DVD/DC drive on your local
machine.

4. Click OKk.
The drive now appears in tievice Tree

Local Folders

Local Folders are configured folders on local ammek drives into which calls
can be saved, individually or in groups, and witehn then be searched from
within Remote Manager .

Local Folders appear in thBevice Tree where they can be selected for
searching, and where calls can be saved via dragdaop from another
location.

SeeSaving Multiple Calls to Local Foldersn page 46 for
further information on saving calls to Local Folsler

@ To add local folders:
1. IntheDevice Treg right click on ‘Local Folders’
2. Click Add Folder.

3. Navigate to an existing folder or create a newdnldhis can be a folder on
your local drive or on another machine.

4. Click Open.
The new local folder will now appear in tbevice Tree
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To remove existing local folders:
1. Inthe device tree, expand the list of Local Fadder
2. Right click on the local folder that you want toneve.

3. Click Remove Folderin the drop down menu.

To refresh local folders:

On the button bar, click the Refresh Views button

Or:

Right click on the Local Folder in thBevice Tree and click Refresh
Folder in the drop down menu.

Refreshing local folders updates the device tret \any changes made to
Local Folders outside ¢temote Manager .

Network Shares

Network Shares are specifically configured foldens local or network
locations. They are set up in order to allow foe thutomatic or manual
archiving of calls from youfotal Recall Max recorder to network storage.
Calls on a Network Share may be searchedreraote Manager or from your
Total Recall Max recorder.

Network Shares appear in tli@evice Tree where they can be selected for
searching.

To add network shares:
1. Right click on ‘Network Shares’ in the device tree.
2. Click Add Sharesin the dropdown menu.

3. Select the appropriate network share type angéte, as well as providing
the username and password for the network sharatidoc (where
applicable). Your system administrator will supgigse details.

4. Click OK to confirm settings.

To minimise unnecessary use of your network banthyidietwork share
location(s) are not automatically connected for gdiate search and replay. To
access archives on a network share location, yost rattach’ the location
manually.
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To attach/detach existing network shares:

1. In the device tree, expand the list of ‘Network @isato view currently
installed Network Share locations.

2. Right click on the specific Network Share locatihat you wish to attach
or detach.

3. Click Attach Share or Detach Sharein the drop down menu.

An attached network share will remain attached awvailable for immediate
searching while you remain in the ‘Playback Catéd). Selecting another tab
will cause the network share to automatically detac

AR The network share device tree follows the structdifdetwork Share
Location > Unit ID > Date of Archive> Date of Calls/Extensions
(setting dependant)

To remove a network share:

1. In the device tree, expand the list of network ekaio view currently
installed Network Share locations.

2. Right click on the specific Network Share locattbat you wish to remove.

3. Click Remove Sharen the dropdown menu.
Total Recalls

The device Tree also shows the connectBatal Recall Max recorders for the
current user.

Total Recall Max recorders appear in theevice Tree where they can be
selected for searching.
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Searching for Calls

o
- :‘2-" To search for calls:

1.

2.
3.

In the Device Tree select a DVD/CD Drive, Local Folder, network Shar
or aTotal Recall Max recorder that you want to search.

Enter any appropriate search criteria (see belownfure information).

Click Search Now

The matched calls (up to a maximum of 1000 calis)dssplayed in the call
list.

If no search criteria are entered, all calls on se¢ected device/s are
returned.

To see more results (if over 1000 calls are retljrokck
To return to the first 1000 results, cliSlearch Nowagain.

Using Search Criteria

The following types of information can be used @arsh criteria:

Date

Time
Extension
Phone Number
Call Length
Note Keyword
Call Direction
Local Folder
Agent Name

Search criteria are cumulative — only calls thatamall specified criteria are
returned. The more criteria entered, the more &pehe result.

Date

To search for calls that were recorded after aagedate, click théate from
button and select a date from the calendar.
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To search for calls that were recorded before ticedate, click théDate to
button and select a date from the calendar.

If a date node is selected in thevice Tree theDate from andDate to fields
are automatically populated with the appropriatie dalue.

Time

To search for calls that fall within a certain timange, click either of th&ime
from or Time To buttons, and set a time range using the sliders.

To set a time interval that spans midnight, setTthevalue to be less than the
From value. TheTo value is then considered to be that time the dayt

Extension

To search for calls by extension, selegtensionand enter an extension value
in the text field (alpha and/or numeric).

If an extension node is selected in ihevice Tree the Extension checkbox is
automatically selected, and the text field is pamd with the appropriate
extension value.

Phone Number

To search for calls by phone number, selebbne Number and enter a
numeric value in the text field.

Calls to or from the entered number are returned.

Call Length

To search for calls by call length, sel€zll Length and click the associated
button:

Set the call length range using the sliders.

If the minimum value is not set, all calls shortiean the maximum setting are
returned.

If the maximum value is not set, all calls longeart the minimum value are
returned.

Note Keyword

To search for calls by note keyword, seléidte Keyword and enter the
keyword/s in the text field.

Calls matching all the specified keywords are meddr

Call Direction

To search for calls by call direction, sel€zill Direction and choose an option
from the drop-down list.

Options are:
In (incoming calls)
Out (outgoing calls)
Internal (calls between internal extensions)
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Unknown (Total Recall cannot determine the call direction)

Local Folder

To search for calls by local folder, seldgical Folder and click the folder
from theDevice Tree or paste the full system path for the local foluh¢o the
text field.

If a local folder is selected in thiRevice Treeat any time, theé.ocal Folder
checkbox is automatically selected, and the teaidfis populated with the
appropriate system path.

Agent Name
To search for calls made byrRDD agent selecAgent Nameand then select
the agent’s name from the drop down box.
Playing Calls
When a search is complete, the results are display#eCall List.

ﬁ To play a call from the call list:
Select the call in th€all List and click

Or:
Double-click the call in the call list.
The call is played through the headphones/speakers.
The progress through the call is displayed forrexfee.

To pause playback, click .
To stop playback, click .

To begin playback part-way through a call, dragtthee slider to the required
point, and click

Saving Recordings
Saving Single Calls from the Call List

You can save single calls individually as .mp3,vwa .trc (Total Recall Max
proprietary format) files.
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-_;;ﬁ To save individual calls:

1. Select the call in the call list.

2. Click

3. Navigate to the appropriate save location.
4. Enter a filename and select the required file farma
5

Click Save
Saving Multiple Calls to Local Folders

You can save groups of calls (as .trc files ortyl.dcal Folders.

Seelocal Folderson page 40 for information about Local
Folders.

@} To save groups of calls:

1. Select the calls in the call list.

Use Ctrl + click to select multiple non-consecutoadls, and Shift + click to select
multiple consecutive calls.

2. Drag the calls to the appropriate Local FoldehmRevice Tree

! calls that are dragged and dropped into Local Fslde= not deleted
from the recorder.

Emailing Recordings

You can email calls as .mp3, .wav or .trc files.

[59} To email calls:

1. Selectthe calls in the call list.

2. Click
3. Select the required audio format.
4

Click OK.

A blank email is created (using the system defadtitil client) with the
calls already attached.

Deleting Recordings

You can only delete calls from local folders.

@} To delete calls from a local folder:

1. Select the call/s in the call list.

2. Click
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Notes

You can add notes to calls on remdtsal Recall Max recorders, in Local
Folders, and in Network Share.

{Eu}' To add a note to a call:
1. Select the note in the call list.
2. Click
The Add Note dialog displays.

3. Type the note in thé\dd Notes text field. The field supports up to 80
characters.

4. Click OK.

ﬁ To delete a note from a call:

1. Select the relevant call in the call list.

2. Click

TheAdd Note dialog displays.
3. Click Clear.
4. Click OK.

Customising the Call List

The call list is customisable. The available colsrare:
Date (Total Recall Max )
Time (Total Recall Max )
Date (Local )

Time (Local)

Length

Number

Direction

Status

Channel

Notes

Recorder ID

Agent Name

To Extension

From Extension

To Number (Mapped)
From Number (Mapped)
DTMF Digits
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o
- t"?-" To customise the call list:

1. Click
2. Select the columns you want to include in the lgstll

3. Click OK.

Event Log Tab

Use theEvent Log tab to view a record of system events for the csete
recorder.

Event Types

The Event Log may contain 3 types of event:

Information

Information events are standard system events andotlrequire any further
action.

Warnings

Warnings are events that may indicate possibleadutuoblems, and should be
investigated — for example, failed database searahd power failures.
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Errors

Errors are events that must be investigated imnagliasuch as database
rebuild failures, auto-archive failures, and DSRldasues.

Security Audits

In addition to providing an activity log for systeagministration, the Event
Log provides an audit trail of user activity thandoe referred to in the event of
security issues.

Viewing Events
Select a recorder in theR Tree to view events for that recorder.

To filter the Event Log, click the button for theemt type that you wish to
view.

&
To refresh the Event Log, cIi.

The Event Log can hold approximately 100,000 esthNghen the Event Log is
full, new entries automatically overwrite old eafi

The contents of the Event Log can be selected apd out into a text editor
to allow keyword searches.
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Record On Demand

Overview

Record on Demand (ROD) is an optional Windowscompatible client
application that provides additional real-time meliog control toTotal Recall
Max end users (usually agents).

Utilising an existing LAN connection, users canriséand stop the recording of
current calls, control which calls on their lineeaecorded and which aren't,
and add notes to current calls — all from a sintpkkbar application on the
user’'s PC.

If a user requireROD functionality but does not have immediate accesa t
PC, recording can also be controlled by the useoafigurable codes entered
on a user’s phone.

ROD functionality is configured (either as a ‘globadetting across all
extensions, or on an individual extension basis}h@otal Recall Max unit
itself, or inRemote Manager .

See theTotal Recall Max Installation and Administration
Guidefor information about configuringOD.

Installation and Initial Configuration

ROD should only be installed and configured by a sysa€lministrator.

See theTotal Recall Max Installation and Administration
Guidefor information about installingOD.
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Using ROD

Logging In

{sj To log in to ROD:

1. Start theROD application (double-click the desktop icon, oreselTR
Record on Demandfrom the Windows Start menu).

2. Select youAgent Namefrom the drop-down list.
3. Click Login.

4. Enter your password.

5. Click OK.

ROD can now be used to control recording (and/or aotésnto calls) on the
configured extension.

Recording
To toggle recording on and off, click the recordmgton.

When the recorder is not recording, the record doutis labelled ‘Not
Recording’ and appears in the ‘up’ state:

When the recorder is recording, the record buttolalbelled ‘Recording’ and
appears in the ‘down’ state, with a flashing redLiEon:

Logout and Refresh

To log out, clickLogout.

®! Asa security measure, it is advisable to log obnémever you leave
your PC.

If new agents have been added wHHeID is open, clickRefreshto update the
agent list.

Adding Notes

%} To add a note to a current call:
1. Type the note into the text box. The text box sutgpep to 60 characters.
2. Click Add Note.
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Configuration

The Configure button allows access to tletal Recall Max connection details
and the recorded extension setting.

Only users with administrator privileges can acteesConfiguration dialog.

See theTotal Recall Max Installation and Administration
Guidefor information about configuringOD.
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Glossary

CLI

Calling Line Identification

A telephony intelligent network service that trafitsnthe caller's telephone
number and in some places the caller's name tadhed party's telephone
equipment during the ringing signal or when the isabeing set up but before
the call is answered.

CDR

Call Detail Record

Also called Call Detail Recording or SMDR (Statiodessage Detail
Recording), CDR is a record containing informatédoout recent system usage,
including the identities of sources (points of aor)g the identities of
destinations (endpoints), and the duration of eatlh

D/A

Digital to Analog

A digital-to-analog converter (DAC or D-to-A) is @evice for converting a
digital (usually binary) code to an analog signalr(ent, voltage or electric
charge).

DSP

Digital Signal Processor

A specialized microprocessor designed specificafty digital signal
processing, generally in real-time computing.

DTMF

Dual-Tone Multi-Frequency

Used for telephone signalling over the line in tleéce-frequency band to the
call switching centre. The version of DTMF used tielephone tone dialling is
known by the trademarked term Touch-Tone, and asdstrdised by ITU-T

Recommendation Q.23. Other multi-frequency systaresused for signalling
internal to the telephone network.

FTP

File Transfer Protocol

A commonly used protocol for exchanging files oaay network that supports
the TCP/IP protocol (such as the Internet or amaiet).
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IDF

Intermediate Distribution Frame

A frame that (a) cross-connects the user cable antdindividual user line
circuits and (b) may serve as a distribution péentmulti-pair cables from the
main distribution frame (MDF) or combined distrilmt frame (CDF) to
individual cables connected to equipment in area®te from these frames.

IP

Internet Protocol

A data-oriented protocol used for communicatingadatross a packet-switched
internetwork.

IP is a network layer protocol in the internet pim! suite and is encapsulated
in a data link layer protocol (e.g., Ethernet). &dower layer protocol, IP

provides the service of communicable unique globdtressing amongst
computers.

ISDN

Integrated Services Digital Network

A circuit-switched telephone network system, des@ynto allow digital
transmission of voice and data over ordinary tebgghcopper wires, resulting
in better quality and higher speeds than that albkalwith the PSTN system.

LAN

Local Area Network

A computer network covering a small geographic alika a home, office, or
group of buildings.

LCD

Liquid Crystal Display

A thin, flat display device made up of any numbéicolour or monochrome
pixels arrayed in front of a light source or reftec

MDF

Main Distribution Frame

A signal distribution frame for connecting equiprméimside plant) to cables
and subscriber carrier equipment (outside plant).

NTP

Network Time Protocol

A protocol for synchronizing the clocks of computgrstems over packet-
switched, variable-latency data networks. NTP us@&P port 123 as its
transport layer. It is designed particularly toisethe effects of variable latency
(Jitter).

Page 54



Total Recall Max —User Guide

PBX

Private Branch Exchange

Also called Private Business eXchange, or PABXv@d Automatic Branch
eXchange), a PBX is a telephone exchange thatseryparticular business or
office, as opposed to one a common carrier or iele@ company operates for
many businesses or for the general public.

PSTN

Public Switched Telephone Network

The network of the world's public circuit-switchtdlephone networks.
QoS

Quality of Service

Control mechanisms that can provide different jityido different users or data
flows, or guarantee a certain level of performatuca data flow in accordance
with requests from the application program.

RTP

Real-time Transport Protocol

The Real-time Transport Protocol (or RTP) definestandardized packet
format for delivering audio and video over the int.

SIP

Session Initiation Protocol

An application-layer control (signalling) protocr creating, modifying, and
terminating sessions with one or more participaiisese sessions include
Internet telephone calls, multimedia distributiand multimedia conferences.

TCP

Transmission Control Protocol

One of the core protocols of the Internet protaeote, often simply referred to
as TCP/IP. Using TCP, applications on networkedshoan create connections
to one another, over which they can exchange stezfindata using Stream
Sockets.

UDP

User Datagram Protocol

The User Datagram Protocol (UDP) is one of the gootocols of the Internet
protocol suite. Using UDP, programs on networkeohpaters can send short
messages sometimes known as datagrams (using Batdgpckets) to one
another. UDP is sometimes called the Universal @rata Protocol.
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UPS

Uninterruptible Power Supply

A device which maintains a continuous supply ot&le power to connected
equipment by supplying power from a separate sowtrEn utility power is not
available.

VLAN

Virtual LAN

A method of creating independent logical networlkkn a physical network.

VolP

Voice over Internet Protocol

Also called VolIP, IP Telephony, Internet telephoBroadband telephony,
Broadband Phone and Voice over Broadband, Volfhésrbuting of voice
conversations over the Internet or through anyrdthdrased network.

VOX

Voice Operated Switch

A vox or voice operated switch is a switch that rapes when sound over a
certain threshold is detected.

WAN

Wide Area Network

A computer network that covers a broad area (emy network whose
communications links cross metropolitan, regionalpational boundaries). Or,
less formally, a network that uses routers andipaoimmunications links.

%! Definitions courtesy of Wikipedia
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Legal

The Total Recall Max requires Linux kernel and modules to operate. &hes
come from the Fedora Core 5 distribution and axed by the GNU General
Public License (GPL) which is enclosed here forryaview (as obtained from
http://www.gnu.org/copyleft/gpl.html

The Total Recall Max, Remote Manager andRecord on Demand software
are distributed under the Comsec TR Software Lieens

Comsec TR Software License

End-User Licence Agreement for Comsec TR SoftwarBotal Recal Max,
Remote Manager & Record on Demand.

IMPORTANT - READ CAREFULLY:

This Comsec TR Software Licence Agreement (“CSLi&"a legal agreement
between you (either an individual or a single ghtind Comsec TR Pty Ltd for
the Comsec TR software product identified aboveiclincludes computer
software and associated media and printed mateaiats may include “online”
or electronic documentation (“SOFTWARE PRODUCT” “&@OFTWARE").
By installing, copying, or otherwise using the SO¥ARE PRODUCT, you
agree to be bound by the terms of this CSLA. If glounot agree to the terms of
this CSLA, promptly return the unused SOFTWARE PR to the place
from which you obtained it.

SOFTWARE PRODUCT LICENCE

The SOFTWARE PRODUCT is protected by copyright lamsl international
copyright treaties, as well as other intellectualperty laws and treaties. The
SOFTWARE PRODUCT is licensed, not sold.

GRANT OF LICEN CE
This CSLA grants you the following rights:

The software and hardware described in this documenfurnished under a
licence agreement and may be used only in accoedaitb the terms of the

agreement. The software that accompanies all Comge@roducts is the

property of Comsec TR Pty Ltd (ABN 40 051 658 56&2)d is protected by
copyright law. While Comsec TR continues to own sbéware, you will have

certain limited rights to use the software afteturyacceptance of this licence.
Except as may be modified by a license addendunthwhccompanies this
licence, your rights and obligations with respecthe use of this software are
as follows:

DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS

Limitations on Reverse Engineering, Decompilatiand Disassembly: You
may not reverse engineer, decompile, or disassertide SOFTWARE
PRODUCT, except and only to the extent that suctivic is expressly
permitted by applicable law not withstanding thmitation.
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Termination: Without prejudice to any other righBomsec TR may terminate
this CSLA if you fail to comply with the terms acdnditions of this CSLA. In
such event, you must destroy all copies of the S@KRRE PRODUCT and all
of its component parts.

UPGRADES

If the SOFTWARE PRODUCT is an upgrade of an ComBRcproduct, you
now may use that upgraded product only in accomaith this CSLA.

COPYRIGHT

All titles and copyrights in and to the SOFTWARE®RUCT (including but
not limited to any images, photographs, animatis$go, audio, music, text,
and “applets,” incorporated into the SOFTWARE PRADY, the

accompanying printed materials, and any copies ld SOFTWARE
PRODUCT, are owned by Comsec TR or its supplietse BOFTWARE
PRODUCT is protected by copyright laws and intaomatl treaty provisions.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES

To the maximum extent permitted by applicable lawno event shall Comsec
TR or its suppliers be liable for any special, dmstal, indirect, or

consequential damages whatsoever (including, withmitation, damages for
loss of business profits, business interruptioss lof business information, or
any other pecuniary loss) arising out of the useoofinability to use the

software product, even if Comsec TR has been adiviehe possibility of

such damages.

MISCELLANEOUS

The developer, Comsec TR Pty Ltd has adopted ayabt continue the
development ofrotal Recal Max, Remote ManagerdRecord on Demandnd
therefore there may be variations between the dentation and the operating
system at any one time.

Should you have any questions concerning this CShrAjf you desire to
contact Comsec TR for any reason, please contaciCttmsec TR reseller
serving your country, or write to:

Comsec TR Pty Ltd
PO Box 572
Milsons Point, NSW 1565

Australia
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GNU Public License

GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Irtatps//fsf.org/>

Everyone is permitted to copy and distribute varbaipies of this license document, but changing itot allowed.

PREAMBLE

The GNU General Public License is a free, copyieénse for software and other kinds of works.

The licenses for most software and other practiceks are designed to take away your freedom toesliad change the works. By
contrast, the GNU General Public License is intendeguarantee your freedom to share and changeraibns of a program--to
make sure it remains free software for all its ss@éfe, the Free Software Foundation, use the GNiwe@éPublic License for
most of our software; it applies also to any otherk released this way by its authors. You canwjifib your programs, too.

When we speak of free software, we are referrinfgeiedom, not price. Our General Public Licensesd@signed to make sure that
you have the freedom to distribute copies of fifensare (and charge for them if you wish), that yeoeive source code or can get
it if you want it, that you can change the softwareise pieces of it in new free programs, andybatknow you can do these
things.

To protect your rights, we need to prevent othemnfdenying you these rights or asking you to sutee the rights. Therefore, you
have certain responsibilities if you distribute izpof the software, or if you modify it: resporibiles to respect the freedom of
others.

For example, if you distribute copies of such agpam, whether gratis or for a fee, you must pas®dhe recipients the same
freedoms that you received. You must make suretlilegt too, receive or can get the source code.yddmust show them these
terms so they know their rights.

Developers that use the GNU GPL protect your rightis two steps: (1) assert copyright on the sofeyand (2) offer you this
License giving you legal permission to copy, disite and/or modify it.

For the developers' and authors' protection, thie &&arly explains that there is no warranty fasthiee software. For both users'
and authors' sake, the GPL requires that modifeedions be marked as changed, so that their prebiéimot be attributed
erroneously to authors of previous versions.

Some devices are designed to deny users accewgtab or run modified versions of the softwarddesthem, although the
manufacturer can do so. This is fundamentally ingatible with the aim of protecting users' freedanciiange the software. The
systematic pattern of such abuse occurs in theddeeducts for individuals to use, which is pesty where it is most
unacceptable. Therefore, we have designed thigoven$ the GPL to prohibit the practice for thogeducts. If such problems arise
substantially in other domains, we stand readyterel this provision to those domains in futuresians of the GPL, as needed to
protect the freedom of users.

Finally, every program is threatened constantlpdigware patents. States should not allow patentsstrict development and use
of software on general-purpose computers, butasetthat do, we wish to avoid the special dangerghtents applied to a free
program could make it effectively proprietary. Tieyent this, the GPL assures that patents cannasdzbto render the program
non-free.

The precise terms and conditions for copying, ithistion and modification follow.

TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU Gald?ublic License.

“Copyright” also means copyright-like laws that §pw other kinds of works, such as semiconductasks.

“The Program” refers to any copyrightable work fised under this License. Each licensee is addressgau”. “Licensees” and
“recipients” may be individuals or organizations.
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To “modify” a work means to copy from or adapt@ilpart of the work in a fashion requiring copytigliermission, other than the
making of an exact copy. The resulting work isexhth “modified version” of the earlier work or ankdbased on” the earlier
work.

A “covered work” means either the unmodified Prograr a work based on the Program.

To “propagate” a work means to do anything witthét, without permission, would make you directiysecondarily liable for
infringement under applicable copyright law, excexgcuting it on a computer or modifying a prived@y. Propagation includes
copying, distribution (with or without modificatipnmaking available to the public, and in some ¢oes other activities as well.

To “convey” a work means any kind of propagatioat thnables other parties to make or receive coliese interaction with a
user through a computer network, with no transfer copy, is not conveying.

An interactive user interface displays “Approprib&gal Notices” to the extent that it includes awenient and prominently visible
feature that (1) displays an appropriate copyngitice, and (2) tells the user that there is naavey for the work (except to the
extent that warranties are provided), that liceaseay convey the work under this License, and foowiew a copy of this License.
If the interface presents a list of user commandsptions, such as a menu, a prominent item idisheneets this criterion.

1. Source Code.

The “source code” for a work means the preferrehfof the work for making modifications to it. “Gdgjt code” means any non-
source form of a work.

A “Standard Interface” means an interface thategith an official standard defined by a recognigishdards body, or, in the case
of interfaces specified for a particular programgnianguage, one that is widely used among devedaperking in that language.

The “System Libraries” of an executable work ingduhything, other than the work as a whole, thais(ecluded in the normal
form of packaging a Major Component, but whichas part of that Major Component, and (b) servey tmlenable use of the
work with that Major Component, or to implementtarlard Interface for which an implementation iaikble to the public in
source code form. A “Major Component”, in this cextt means a major essential component (kernejawrsystem, and so on) of
the specific operating system (if any) on which élxecutable work runs, or a compiler used to predhe work, or an object code
interpreter used to run it.

The “Corresponding Source” for a work in objecteddrm means all the source code needed to genearstl, and (for an
executable work) run the object code and to matiiéywork, including scripts to control those a¢tes. However, it does not
include the work's System Libraries, or generajppse tools or generally available free programskviare used unmodified in
performing those activities but which are not mdithe work. For example, Corresponding Sourceuithes interface definition files
associated with source files for the work, andsterce code for shared libraries and dynamicaileld subprograms that the work
is specifically designed to require, such as biyriate data communication or control flow betweessthsubprograms and other
parts of the work.

The Corresponding Source need not include anythiagusers can regenerate automatically from qthes of the Corresponding
Source.

The Corresponding Source for a work in source dod® is that same work.
2. Basic Permissions.

All rights granted under this License are grantadtie term of copyright on the Program, and asvacable provided the stated
conditions are met. This License explicitly affirymur unlimited permission to run the unmodifieddham. The output from
running a covered work is covered by this Licensly & the output, given its content, constitutesorered work. This License
acknowledges your rights of fair use or other egjgint, as provided by copyright law.

You may make, run and propagate covered worksythatio not convey, without conditions so long asnj@ense otherwise
remains in force. You may convey covered worksthers for the sole purpose of having them make fivatibns exclusively for
you, or provide you with facilities for running th®works, provided that you comply with the terrhths License in conveying all
material for which you do not control copyright.oe thus making or running the covered works far yuist do so exclusively on
your behalf, under your direction and control, emrts that prohibit them from making any copiesairycopyrighted material
outside their relationship with you.

Conveying under any other circumstances is perchiitdely under the conditions stated below. SubBog is not allowed; section
10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circuantion Law.
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No covered work shall be deemed part of an effedéehnological measure under any applicable I#fillig obligations under
article 11 of the WIPO copyright treaty adopted?6nDecember 1996, or similar laws prohibiting atrieting circumvention of
such measures.

When you convey a covered work, you waive any lpgater to forbid circumvention of technological reeeges to the extent such
circumvention is effected by exercising rights unitkés License with respect to the covered world you disclaim any intention to
limit operation or modification of the work as aame of enforcing, against the work's users, youhiod parties' legal rights to
forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program'sceoode as you receive it, in any medium, provithed you conspicuously
and appropriately publish on each copy an apprpdapyright notice; keep intact all notices sttinat this License and any non-
permissive terms added in accord with section Tyapphe code; keep intact all notices of the albseof any warranty; and give
all recipients a copy of this License along witk ffrogram.

You may charge any price or no price for each dbpyyou convey, and you may offer support or wayrarotection for a fee.
5. Conveying Modified Source Versions.

You may convey a work based on the Program, omtbeifications to produce it from the Program, ie form of source code
under the terms of section 4, provided that yoa aiget all of these conditions:

a) The work must carry prominent notices statirag yfou modified it, and giving a relevant date.

b) The work must carry prominent notices statirag this released under this License and any cmmditadded under
section 7. This requirement modifies the requirenmesection 4 to “keep intact all notices”.

¢) You must license the entire work, as a wholeleurthis License to anyone who comes into possesdia copy. This
License will therefore apply, along with any apphbde section 7 additional terms, to the whole efilork, and all its
parts, regardless of how they are packaged. Thinise gives no permission to license the work ynathner way, but it
does not invalidate such permission if you havessply received it.

d) If the work has interactive user interfaces heaast display Appropriate Legal Notices; howeviahe Program has
interactive interfaces that do not display Appraf®iLegal Notices, your work need not make theraalo

A compilation of a covered work with other sepalaté independent works, which are not by their rea¢xtensions of the covered
work, and which are not combined with it such afote a larger program, in or on a volume of aageror distribution medium, is
called an “aggregate” if the compilation and itsuléing copyright are not used to limit the acaaskegal rights of the

compilation's users beyond what the individual vegokermit. Inclusion of a covered work in an aggtegies not cause this
License to apply to the other parts of the aggeegat

6. Conveying Non-Source Forms.

You may convey a covered work in object code fondar the terms of sections 4 and 5, provided tbatatso convey the
machine-readable Corresponding Source under this tef this License, in one of these ways:

a) Convey the object code in, or embodied in, asjaay product (including a physical distribution dinem),
accompanied by the Corresponding Source fixed durable physical medium customarily used for sofewa
interchange.

b) Convey the object code in, or embodied in, asj@ product (including a physical distribution ainem),
accompanied by a written offer, valid for at leisee years and valid for as long as you offeresparts or customer
support for that product model, to give anyone whssesses the object code either (1) a copy @dhesponding
Source for all the software in the product thatdgered by this License, on a durable physical oradiustomarily used
for software interchange, for a price no more thaur reasonable cost of physically performing ttoaveying of
source, or (2) access to copy the Correspondingc8drom a network server at no charge.

¢) Convey individual copies of the object code véitbopy of the written offer to provide the Corresging Source.
This alternative is allowed only occasionally armhcommercially, and only if you received the objeade with such an
offer, in accord with subsection 6b.

d) Convey the object code by offering access fraesignated place (gratis or for a charge), aret effjuivalent access
to the Corresponding Source in the same way thrthiglsame place at no further charge. You needegaire
recipients to copy the Corresponding Source aloitly tive object code. If the place to copy the obgede is a network
server, the Corresponding Source may be on a eiffeserver (operated by you or a third party) thigports equivalent
copying facilities, provided you maintain clearatitions next to the object code saying where to tfire Corresponding
Source. Regardless of what server hosts the Camdsp Source, you remain obligated to ensureitligfvailable for
as long as needed to satisfy these requirements.

e) Convey the object code using peer-to-peer treasson, provided you inform other peers where thieat code and
Corresponding Source of the work are being offeoettie general public at no charge under subse6tion
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A separable portion of the object code, whose soodle is excluded from the Corresponding SoureeSystem Library, need not
be included in conveying the object code work.

A “User Product” is either (1) a “consumer prodyethich means any tangible personal property wisatormally used for
personal, family, or household purposes, or (2}tdng designed or sold for incorporation into a twg. In determining whether
a product is a consumer product, doubtful casdtshaesolved in favor of coverage. For a paracydroduct received by a
particular user, “normally used” refers to a typi@acommon use of that class of product, regasdtdéshe status of the particular
user or of the way in which the particular usevalty uses, or expects or is expected to use,ribdupt. A product is a consumer
product regardless of whether the product has antist commercial, industrial or non-consumer usetess such uses represent
the only significant mode of use of the product.

“Installation Information” for a User Product meaarsy methods, procedures, authorization keys,h@rohformation required to
install and execute modified versions of a covevedk in that User Product from a modified versidrit® Corresponding Source.
The information must suffice to ensure that thetioored functioning of the modified object codenisnio case prevented or
interfered with solely because modification hashbeade.

If you convey an object code work under this sectip or with, or specifically for use in, a UseoBuct, and the conveying occurs
as part of a transaction in which the right of pss#on and use of the User Product is transfeoréitetrecipient in perpetuity or for
a fixed term (regardless of how the transactiachi&racterized), the Corresponding Source convegddrithis section must be
accompanied by the Installation Information. Bus ttequirement does not apply if neither you nor tnird party retains the ability
to install modified object code on the User Prodfmt example, the work has been installed in ROM).

The requirement to provide Installation Informatawes not include a requirement to continue toigsupport service, warranty,
or updates for a work that has been modified dallesl by the recipient, or for the User Producivimich it has been modified or
installed. Access to a network may be denied whemtodification itself materially and adverselyeats the operation of the
network or violates the rules and protocols for oamication across the network.

Corresponding Source conveyed, and Installaticorinétion provided, in accord with this section muestin a format that is
publicly documented (and with an implementationilatée to the public in source code form), and mresguire no special
password or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplentéetterms of this License by making exceptions froma or more of its
conditions. Additional permissions that are apfilego the entire Program shall be treated as thtiugy were included in this
License, to the extent that they are valid undefiegble law. If additional permissions apply odypart of the Program, that part
may be used separately under those permissionthéentire Program remains governed by this Lieevithout regard to the
additional permissions.

When you convey a copy of a covered work, you maypar option remove any additional permissionsrfithat copy, or from any
part of it. (Additional permissions may be writtenrequire their own removal in certain cases wymnmodify the work.) You
may place additional permissions on material, adegbu to a covered work, for which you have an gave appropriate
copyright permission.

Notwithstanding any other provision of this Licenfe material you add to a covered work, you méguthorized by the
copyright holders of that material) supplementttrens of this License with terms:

a) Disclaiming warranty or limiting liability diffieently from the terms of sections 15 and 16 of Liégnse; or

b) Requiring preservation of specified reasonada@ll notices or author attributions in that matenian the
Appropriate Legal Notices displayed by works camitag it; or

c¢) Prohibiting misrepresentation of the origin leétt material, or requiring that modified versiorisach material be
marked in reasonable ways as different from thgireed version; or

d) Limiting the use for publicity purposes of nanoédicensors or authors of the material; or
e) Declining to grant rights under trademark lawifse of some trade names, trademarks, or senadespor

f) Requiring indemnification of licensors and authof that material by anyone who conveys the rmat@r modified
versions of it) with contractual assumptions obility to the recipient, for any liability that tee contractual
assumptions directly impose on those licensorsaatiuors.

All other non-permissive additional terms are cdaséd “further restrictions” within the meaningsefction 10. If the Program as
you received it, or any part of it, contains a cettating that it is governed by this License glaith a term that is a further
restriction, you may remove that term. If a licedseument contains a further restriction but pesmreticensing or conveying
under this License, you may add to a covered waterial governed by the terms of that license dentirprovided that the
further restriction does not survive such reliceggr conveying.

If you add terms to a covered work in accord wiitis section, you must place, in the relevant sofileg a statement of the
additional terms that apply to those files, or #asoindicating where to find the applicable terms.
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Additional terms, permissive or non-permissive, rhaystated in the form of a separately writtenngeg or stated as exceptions;
the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work pkes expressly provided under this License. Atgnapt otherwise to
propagate or modify it is void, and will automatigderminate your rights under this License (irdihg any patent licenses granted
under the third paragraph of section 11).

However, if you cease all violation of this Licentigen your license from a particular copyrightdwslis reinstated (a)
provisionally, unless and until the copyright halégplicitly and finally terminates your licenseyda(b) permanently, if the
copyright holder fails to notify you of the violati by some reasonable means prior to 60 daysth#eressation.

Moreover, your license from a particular copyrigbtder is reinstated permanently if the copyrigbitier notifies you of the
violation by some reasonable means, this is tlsétfime you have received notice of violation agthicense (for any work) from
that copyright holder, and you cure the violatioiopto 30 days after your receipt of the notice.

Termination of your rights under this section doesterminate the licenses of parties who havevedeopies or rights from you
under this License. If your rights have been teat@d and not permanently reinstated, you do ndifgta receive new licenses
for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in otdeeceive or run a copy of the Program. Angjllpropagation of a covered
work occurring solely as a consequence of using-fmepeer transmission to receive a copy likewisesinot require acceptance.
However, nothing other than this License grantsgeumission to propagate or modify any covered wahese actions infringe
copyright if you do not accept this License. Theref by modifying or propagating a covered worky yadicate your acceptance
of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipgemdmatically receives a license from the origlita@nsors, to run, modify and
propagate that work, subject to this License. Yieuret responsible for enforcing compliance bydiparties with this License.

An “entity transaction” is a transaction transfegicontrol of an organization, or substantiallyaabets of one, or subdividing an
organization, or merging organizations. If propagabf a covered work results from an entity tranise, each party to that
transaction who receives a copy of the work alseives whatever licenses to the work the partgdguessor in interest had or
could give under the previous paragraph, plusta tmpossession of the Corresponding Source ofititk from the predecessor in
interest, if the predecessor has it or can geitlit asonable efforts.

You may not impose any further restrictions ondRercise of the rights granted or affirmed under tticense. For example, you
may not impose a license fee, royalty, or othergiéor exercise of rights granted under this Lésgrand you may not initiate
litigation (including a cross-claim or counterclaima lawsuit) alleging that any patent claim igimged by making, using, selling,
offering for sale, or importing the Program or groytion of it.

11. Patents.

A “contributor” is a copyright holder who authorizase under this License of the Program or a worliuch the Program is
based. The work thus licensed is called the caitwits “contributor version”.

A contributor's “essential patent claims” are atent claims owned or controlled by the contributdrether already acquired or
hereafter acquired, that would be infringed by somagner, permitted by this License, of making, gsor selling its contributor
version, but do not include claims that would Heimged only as a consequence of further modifaratf the contributor version.
For purposes of this definition, “control” includéee right to grant patent sublicenses in a maoaesistent with the requirements
of this License.

Each contributor grants you a non-exclusive, woitldyroyalty-free patent license under the contabs essential patent claims,
to make, use, sell, offer for sale, import and otlee run, modify and propagate the contents afatstributor version.

In the following three paragraphs, a “patent li@rs any express agreement or commitment, howéeominated, not to enforce
a patent (such as an express permission to pracfiegent or covenant not to sue for patent inéingnt). To “grant” such a patent
license to a party means to make such an agree@nentmitment not to enforce a patent against érgyp

If you convey a covered work, knowingly relying ampatent license, and the Corresponding Sourdeeofbrk is not available for
anyone to copy, free of charge and under the tefrtiss License, through a publicly available netkvserver or other readily
accessible means, then you must either (1) caes€dtresponding Source to be so available, orr(ahge to deprive yourself of
the benefit of the patent license for this parcwlork, or (3) arrange, in a manner consistertt thie requirements of this License,
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to extend the patent license to downstream redipiéknowingly relying” means you have actual knedge that, but for the
patent license, your conveying the covered work aountry, or your recipient's use of the coveredkvin a country, would
infringe one or more identifiable patents in thattry that you have reason to believe are valid.

If, pursuant to or in connection with a single saction or arrangement, you convey, or propagaggaguring conveyance of, a
covered work, and grant a patent license to sontieeoparties receiving the covered work authorizirgn to use, propagate,
modify or convey a specific copy of the covered kydinen the patent license you grant is autom#yiextended to all recipients of
the covered work and works based on it.

A patent license is “discriminatory” if it does niatlude within the scope of its coverage, prolsiliite exercise of, or is conditioned
on the non-exercise of one or more of the rights éine specifically granted under this License. Y@y not convey a covered
work if you are a party to an arrangement withiedtparty that is in the business of distributimjt&are, under which you make
payment to the third party based on the extenbaf wctivity of conveying the work, and under whtble third party grants, to any
of the parties who would receive the covered weokifyou, a discriminatory patent license (a) inreention with copies of the
covered work conveyed by you (or copies made fitomsé copies), or (b) primarily for and in connettwath specific products or
compilations that contain the covered work, unigssentered into that arrangement, or that pateende was granted, prior to 28
March 2007.

Nothing in this License shall be construed as ekoly or limiting any implied license or other defes to infringement that may
otherwise be available to you under applicablergdsev.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by coudier, agreement or otherwise) that contradicttmelitions of this License,
they do not excuse you from the conditions of thiense. If you cannot convey a covered work stoastisfy simultaneously
your obligations under this License and any otlegtipent obligations, then as a consequence yourroagonvey it at all. For
example, if you agree to terms that obligate yooditect a royalty for further conveying from thasewhom you convey the
Program, the only way you could satisfy both thiesms and this License would be to refrain entifedyn conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this Licengeu have permission to link or combine any codeterk with a work
licensed under version 3 of the GNU Affero Genéxablic License into a single combined work, anddovey the resulting work.
The terms of this License will continue to applythe part which is the covered work, but the speeguirements of the GNU
Affero General Public License, section 13, congggninteraction through a network will apply to tt@mbination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revisetfdcamew versions of the GNU General Public Licefngm time to time.
Such new versions will be similar in spirit to {hiesent version, but may differ in detail to addnesw problems or concerns.

Each version is given a distinguishing version nembf the Program specifies that a certain numbeegsion of the GNU General
Public License “or any later version” applies toyitu have the option of following the terms andditions either of that numbered
version or of any later version published by theeFgoftware Foundation. If the Program does ndatifypa version number of the
GNU General Public License, you may choose anyiaemsver published by the Free Software Foundation.

If the Program specifies that a proxy can decidielwfuture versions of the GNU General Public Lisercan be used, that proxy's
public statement of acceptance of a version perntnauthorizes you to choose that version forRhegram.

Later license versions may give you additionaliffecent permissions. However, no additional obfigas are imposed on any
author or copyright holder as a result of your g to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENFERMITTED BY APPLICABLE LAW. EXCEPT
WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE BTHE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ANECESSARY SERVICING, REPAIR OR
CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CON&YS THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, $ECIAL, INCIDENTAL OR CONSEQUENTIAL
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DAMAGES ARISING OUT OF THE USE OR INABILITY TO USEHE PROGRAM (INCLUDING BUT NOT LIMITED TO
LOSS OF DATA OR DATA BEING RENDERED INACCURATE ORQSSES SUSTAINED BY YOU OR THIRD PARTIES
OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY O8UCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation ofidity provided above cannot be given local legé& according to their terms,
reviewing courts shall apply local law that mostsaly approximates an absolute waiver of all diahility in connection with the
Program, unless a warranty or assumption of ligtélccompanies a copy of the Program in returra fiae.

END OF TERMS AND CONDITIONS
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